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DISCLAIMER

This documents is intended for Fortinet engineers with experience on information
security, networking and at least one year configuring FortiGate and
FortiAnalyzer, using version 5 of their respective operating systems.

This document is NOT intended for end users or people not used to install and/or
operate network security technology.

Fortinet, its employees and affiliates are not responsible for any service affection
or impact that could be generated while doing any activity described in this

document.
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INTRODUCTION

DOCUMENT GOAL

The goal of this document is to provide a guideline on how to do a Proof of
Concept (POC) and show how a network might be protected, without the
necessity of building a complete working vehicle for that purpose. This is
achieved by means of FortiGate capability of acting as a one-arm device in the

network.

PREPARE YOURSELF
Similar to what happens in an actual product deployment, the success of a Proof
of Concept is extremely tied to a proper and responsible planning. Before doing

any action, make sure you:

1) Call the customer, gather and set expectations

2) Gather and document information, credentials, IP address schemes, etc.

3) Products are registered and have a valid contract (See: “Registering your
unit” below).

4) Make sure paperwork and administrative tasks have been done.
Remember some companies require approval in order to allow gear to get
into their premises or insert it into their network.

5) Last but not least, make sure you know the entire process. Try the whole
procedure at least once on a controlled environment (may be your own
company network). The last thing you want to do is to look doubtful in front

of a potential customer!

CONFIDENTIAL - Intended for Fortinet Partners and Employees 6
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SNIFFER MODE / ONE-ARM / SPAN MODE - BENEFITS AND DRAWBACKS
Before getting into the technical stuff is important to understand that deploying a

FortiGate in a one-arm topology has benefits and drawbacks.

NOTE

On this document the terms sniffer, one-arm and span modes are used interchangeably

Benefits:
* Non-intrusive: Does not require mayor changes nor will affect network
performance.
* Provides real-time visibility of customer’s traffic
* Allows a customer (prospect) to familiarize with Fortinet's GUI without the

associated risk of interfering with production traffic.

Drawbacks:

* Not valid for sizing or performance measurement: Processing traffic in
sniffer mode does not demand the same kind and amount of resources as
it takes doing inline inspection.

* It does not provide (and shouldn’t be positioned as) security protection.
The focus is on visibility

* Some traffic might not be caught and some FortiGate inspection features
won’t work on this mode.

* SSL Inspection is not supported in sniffer mode.

CONFIDENTIAL - Intended for Fortinet Partners and Employees 7
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REQUIRED GEAR AND VERSIONS USED
For this document, the following versions were used.
* FortiGate: This document was created using FortiOS 5.0.5 (build0252).
* FortiAnalyzer: This document was created using FortiOS 5.0.5
(build0266).

While the hardware models used on this document are a FortiGate-60C and a
FortiAnalyzer VM, It is recommended to properly size the right hardware. If in
doubt, size like if the FortiGate were going to do full inline inspection and the

FortiAnalyzer were to receive full logging.

CONFIDENTIAL - Intended for Fortinet Partners and Employees 8
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NETWORK TOPOLOGY
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REGISTERING YOUR UNIT

Remember that your FortiGate unit must be registered within Fortinet Support
system in order to be able to access FortiGuard services and thus updating its

security databases (AV, IPS, Applications, etc.).

For a detailed guide on how to register a Fortinet product, read the following

document: https://support.fortinet.com/Download/RegistrationGuide.pdf

TYPOGRAPHIC CONVENTIONS

Whenever you see this:

| CLI

It means the following steps can be done using the Command Line Interface

Whenever you see this:

| GUI

It means the following steps can be done using the Graphical User Interface

CONFIDENTIAL - Intended for Fortinet Partners and Employees 10
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HANDS-ON: FORTIGATE CONFIGURATION

This document has been created starting from a factory default configuration. If
you’re not an experienced user we recommend you to restore your FortiGate to
defaults before moving on. Of course, a previous backup might be wise.
1. Connect to your FortiGate either through CLI (SSH/Telnet/Console) or
using the embedded CLI Console widget in FortiGate’s GUI

2. Execute:

| CLI

# exec factoryreset
This operation will reset the system to factory default!
Do you want to continue? (y/n)y

DISABLE DHCP SERVER
If you're starting from a factory configuration is probable that you have a DHCP
server configured. Make sure you delete it in order to avoid any conflict with other

DHCP servers in the network.

| CLI

FGT60C # config system dhcp server

FGT60C (server) # show
config system dhcp server
edit 1
set default-gateway 192.168.1.99
set dns-service default
set interface "internal"

CONFIDENTIAL - Intended for Fortinet Partners and Employees 11
Fortinet LATAM SE Team — Version 1.9



=RTINET

config ip-range
edit 1
set end-ip 192.168.1.254
set start-ip 192.168.1.100
next

end
set netmask 255.255.255.0
next
end

FGT60C3G12047125 (server) # delete 1

Repeat “delete” operation for any entry listed.

CONFIGURING MANAGEMENT INTERFACES

With default configuration, login to the FortiGate and configure one interface to

be used for management purpose.

NOTE

Default management interface will depend on FortiGate model. If you don’t know which interface
to use, take a look to corresponding QuickStart Guide: http://docs.fortinet.com/

Default management IP address: 192.168.1.99

Login credentials: admin/<blank password>

CLI

config system interface
edit "internal"

set vdom "root"
set ip 192.168.1.99 255.255.255.0
set allowaccess ping https ssh http fgfm capwap
set type physical
set alias "Management"
set snmp-index 1

CONFIDENTIAL - Intended for Fortinet Partners and Employees 12
Fortinet LATAM SE Team — Version 1.9



=RTINET

next

end

| GUI

Go to System - Network - Interfaces
Select appropriate management interface.
Configure Alias as “Management” (optional)
Configure IP/Mask

Make sure DHCP checkmark is disabled
OK

o gk wbh =

= + @ hups@ 192.168.1.99 x 4 (¢}

<
() H# Tolearn~™ Portugués ¥ Banking ¥ Fortinet ¥ My Fortilab ¥  Radios ¥
FortiCate - FCT60C3C12047125 ! FortiAnalyzer: FAZVM -MM " + ! L]
. O & | Fm
FortiGate 60C SERTINET
Logout
| Edit Interface
* Top Destinations Name Internal(00:09:0F:8F:69:96)
* Top Applications Alias Management
& B Network Link Status U o
Qinceroces || prysicl Inerface
* Routing
* ONS Addressing mode @ Manual () DHCP () PPPOE () Dedicate to FortiAP
* Explicit Pro:
” Y IPfNetwork Mesk 192.168.1.99/255.255.255.0
* Packet Capture
& @ Config Administrative Access Y HTIPS @ PING ™ HTTP & FMG-Access & CAPWAP
“HA  ssH SNMP () TELNET () FCT-Access () Auto IPsec Request
* SNMP
* Replacement Messages DHCP Server Enable
* FortiGuard
« FortiSandbox Security Mode None
* Advanced Device Management
oing Se Detect and Identity Devices
* Features
# 1 Admin Enable STP 4
- Enable Explicit Web Proxy
Firewall Objects Listen for RADIUS Accounting Messages
Security Protiles. Secondary IP Address
VPN Comments W
User & Device Administrative Status @®@ou © Down
WAN Opt. & Cache
oK Cancel
WiFi Controller
Log & Report
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Remember that your FortiGate must reach FortiGuard servers in order to do Web

Filtering, update IPS/AV databases and engines.

Configure DNS Servers and routing in order to reach the Internet.

CONFIGURE DNS SERVERS:

| CLI

config system dns

set primary 8.8.8.8

set secondary 208.91.112.52
end

| GUT

1. Go to System > Network > DNS
2. Configure Primary and Secondary DNS

GT60C3C
- (Cad + @ hups@ 192.168.1.99, c (2]
(D BH TYolearn~ Portugués ¥ Banking ¥ Fortinet ¥ My FortiLab ¥  Radios ¥
FortiCate - FGCT60C3C12047125 FortiAnalyzer: FAZVM - MM ! + ! -
FortiGate 60C © & U FoATINET
Help | wizard | Logout
& © Dashboard DNS Settings
* Status Use FortiGuard Servers (&) Specify
* Top Sources Primary DNS Server 8.8.8.8
* Top Destinations
« Top Applications Secondary DNS Server 208.91.112.52
= £ Network Local Domain Name
* Interfaces
* Routing Enable FortiGuard DDNS
* Explicit Proxy Apply
* Packet Capture
CONFIDENTIAL - Intended for Fortinet Partners and Employees 14
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CONFIGURE DEFAULT GATEWAY

| CLI

config router static
edit O
set device "internal"
set gateway 192.168.1.1
next
end

| GUI

1. Go to System > Network - Routing
2. Under Static Routes: Create New

< = + @ hups@ 192.168.1.99/Index < ()
(0 H## Tolearn~ Portugués ¥ Banking ¥ Fortinet ¥ My FortiLab ¥  Radios ¥
FortiCate - FGCT60C3C12047125 FortiAnalyzer: FAZVM - MM I + ! L]
2| | P
FortiGate 60C 0 & ZERTINET
Help | Wizard | Logout
B e .
System Edit Static Route
= © Dashboard Destination IP/Mask 9 0.0.0/0.0.0.0
* Status Device internal (Management) ¢
* Top Sources
) Gateway 192.168.1.1
* Top Destinations
* Top Applications Distance 10 (1-25S, Defauit=10)
= £ Network Priority 0 (0-4294967295)
* Interfaces
Comments
* DNS oK Cancel
* Explicit Proxy
. Bacbias Famsuia

3. Add Gateway and outgoing Device (i.e. interface facing default gateway).
4. OK

CONFIDENTIAL - Intended for Fortinet Partners and Employees 15
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FortiGate 60C FEERTINET

= © Dashboard
* Status
* Top Sources
* Top Destinations
* Top Applications
= 2 Network
* Interfaces

0.0.0.0 0.0.0.0 192.168.1.1

Routing Monitor

Static 0.0.0.0/0 192.168.1.1 internal
Connected 192.168.1.0/24 0.0.0.0 internal

* DNS
* Explicit Proxy
* Packet Caoture

did1 /1) ¥ [Total: 2)

VERIFY ROUTING TABLE

CLI

# get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

S* 0.0.0.0/0 [10/0] wvia 192.168.1.1, internal
C 192.168.1.0/24 is directly connected, internal

Verify you are able to reach an Internet host:

CLI

# exec ping www.yahoo.com
PING ds-fp3.wgl.b.yahoo.com (206.190.36.45): 56 data bytes
64 bytes from 206.190.36.45: icmp seq=0 ttl=52 time=220.2 ms

64 bytes from 206.190.36.45: icmp seqg=1 ttl=52 time=230.0 ms
64 bytes from 206.190.36.45: icmp seq=2 ttl=52 time=222.2 ms
64 bytes from 206.190.36.45: icmp seqg=3 ttl=52 time=238.3 ms
64 bytes from 206.190.36.45: icmp seqg=4 ttl=52 time=263.2 ms
--- ds-fp3.wgl.b.yahoo.com ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 220.2/234.7/263.2 ms
CONFIDENTIAL — Intended for Fortinet Partners and Employees 16
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UPDATE YOUR SECURITY SERVICES DATABASES

Once your unit has access to Internet is the right time to update your FortiGate’s
security services databases. Having up-to-date databases and engines is a key
part of the Proof of Concept as this will improve catch-rates, performance and
customer overall impression.

As first step you should configure Antivirus to use the “normal” database

| CLI

config antivirus settings
set default-db normal
end

Update FortiGuard signatures and engines.

| CLI

# exec update-now

| GUI

1. Go to System - Config > FortiGuard

2. Expand the “AV & IPS Download Options” section and click on “Update
Now”

3. Make sure FortiGuard Subscription Services appear with a green check

mark at least for Antivirus, IPS & Application Control and Web Filtering

CONFIDENTIAL - Intended for Fortinet Partners and Employees 17
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FortiGate - FGT60C3G12047125
« = + @ hups@ 192.168.1.99 ()
M ## TYolearn~ Portugués ¥ Banking ¥ Fortinet ¥ My FortiLab ¥  Radios ¥

“ FortiCate - FCT60C3C12047125 FortiAnalyzer: FAZVM -MM T + '-I

FortiGate 60C

* Top Destinations
* Top Applications

* Replacement Messages

Enhanced Support

IPS & Application Control

Support Contract
& © Dashboard
« Satus Registration Registered (Login ID: latam_se@fortinet.com) [Login Now)
« Top Sources Hardware 8 x S support (Expires: 2014-02-20)
Firmware

]
]
8 x 5 support (Expires: 2014-02-20) (-]
24 x 7 support (Expires: 2014-02-20) (]

9

@ E3 Network Comprehensive Support 24 x 7 support (Expires: 2014-02-20)
& = Confl
T FortiGuard Subscription Services
* SNMP Next Generation Firewall

Valid License (Expires 2014-02-20) o

* FortiSandbox 1PS Definitions 4.00425 (Updated 2013-12-19 via Manual Update) [Update)
* Advanced IPS Engine 2.00174 (Updated 2013-11-07 via Manual Update)
Messaging Servers | e
« Festures ATP Services
& 1 Admin AntiVirus Valid License (Expires 2014-02-20) )
= & Monitor (2013-12-22)
* DHCP Monitor AV Definitions 21.00322 (Updated 2013-12-22 via Manual Update) [Update)
Policy AV Engine 5.00146 (Updated 2013-05-21 via Manual Update)
Web Filtering Valid License (Expires 2014-02-20) o
Firewall Objects
Security Profies Other Services
VPN Vulnerability Scan Valid License (Expires 2014-02-20) Q
User & Device VCM Plugins 1.00297-L (Updated 2013-12-21 via Manual Update) [Update)
Email Filtering Valid License (Expires 2014-02-20) (]
WAN Opt. & Cache
Messaging Services Registered (Expires 2014-02-18) Q
L Contalies SMS Messages 4 Allowed (0 Used)
LOG&REPOT ||

NOTE

By default, FortiGate uses port UDP/53 for communicating with the FortiGuard servers. It might
be the case that a filtering device blocks this traffic for not being DNS (e.g. a DPI in the network).
If that’s the case, you have the option of using port UDP/8888

CONFIDENTIAL — Intended for Fortinet Partners and Employees 18
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CONFIGURE TRAFFIC INTERFACE (SNIFFER)
Configure the interface that is going to be wired to the SPAN/Mirror port in the

switch.
Remember to delete any reference (policies, routes, etc.) to the interface before

changing it to sniffer-mode.

BEST PRACTICE TIP

Using different interfaces for sniffing and management is recommended

| CLI

config system interface
edit "wanl"
set vdom "root"
set allowaccess ping
set ips-sniffer-mode enable
set type physical
set alias "Sensor"
set snmp-index 2
next
end

| GUI

Go to System > Network - Interfaces
Select appropriate traffic interface.

Configure Alias as “Sensor” (optional)

Select “One-Arm Sniffer” as Addressing Mode
OK

o > w0 h =
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< = + @ hups@ 192.168.1.99/Index ¢ (4]
) H# TYolearn ™ Portugués ¥ Banking ¥ Fortinet ¥ My FortiLab ¥  Radios ¥
FortiCate - FCT60C3C12047125 FortiAnalyzer: FAZVM -MM ! + L_J
FortiGate 60C O & B FEmATINET
Help | Wizard | Logout
& © Dashboard Name wan1(00:09:0F:8F:69:97)
* Status
Alias Sensor
* Top Sources
Uink Status U o
* Top Destinations
« Top Applications Type Physical Interface
& B Network Addressing mode Manual () DHCP () PPPOE (@) One-Arm Sniffer () Dedicate to FortiAP
reertaces ||| RSP
* Routing Include IPV6 Packets
« ONS Include Non-IP Packets
* Explicit Proxy Security Profiles
« Packet Copture Enable AntiVirus
& @ Config Enable Web Filter
"HA Enable Application Control
o Shop Enable IPS
* Replacement Messages
* FortiGuard Administrative Access HTTPS @ PING HTTP @ FMG-Access (| CAPWAP
* FortiSandbox SSH SNMP TELNET () FCT-Access @ Auto IPsec Request
* Advanced
Enable Explicit Web Proxy
Policy
Listen for RADIUS Accounting Messages
r—p ng 9
Secondary IP Address
Security Profles
Comments W t aass
VPN g
Administrative Status ®@ouw © Down
User & Device
WAN Opt. & Cache oK Cancel
WiFi Controller
Log & Report

CONFIGURE SECURITY PROFILES

In the next steps we will configure security profiles that will be used for traffic
inspection. Be aware in that when running in sniffer mode only “flow-based”
security profiles should be used, as there’s no possibility of proxies to intercept

connection on this mode.

Enable multiple UTM profiles: If you’re using an entry level FortiGate you will
probably have to enable the use of multiple UTM profiles, as by default just one
profile per functionality can be configured.
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CLI

config system global
set gui-multiple-utm-profiles enable
end

| GUI

Go to System - Config - Features
Click on “Show More”

Enable Multiple Security Profiles
Apply

N =

FortiGate - FGT_SNIFFER
< o+ d €3 hups @ 192.168.1.99 = o

&3 (] BE TYolearn™ Portugués ¥ Banking ¥  Fortinet ¥ My Fortilab v

FortiGate - FGT_SNIFER f ForsAmayser ATV [+ T

FortiGate 60C | o i “ | 27| FERTINET

* Interfaces Show | !A.P
* Routing

*DNS Central NAT Table € = Certificates ©
* Explicit Proxy =Y
* Packet Capture

& ww Config
A DNS Database € 1cAP © = Apply, et

- SNMp 2 -l
* Replacement Messages
* FortiGuard Implicit Firewall Policles @ f ) Load Balance @)

* Fortsandoox «» &=
* Advanced
* Messaging Servers
. Local In Policy © Multicast Policy €
= 1 Admin
* Administrators
* Admin Profiles Multiple Security Profiles © f ) | NAT46 & NATES @ —
* Settings «»
@& &8 monitor

Policy

Policy-based IPsec VPN &) ) 1
Firewall Objects 2
Security Profiles l_]
VPN

SSL-VPN Personal Bookmark VolP & c
User & Device Mensgement @ | L)) od
WAN Opt. & Cache ' ‘
WiFi Controller

Wireless Open Security &

Log & Report | & e

SSL-VPN Custom Login Page €
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For the purpose of this document we will use FortiGate pre-configured profiles

and highlight in bold letter any alteration you need to do from the default.

IMPORTANT
Some of the settings on this section cannot be done through using the GUI. Once you finish your

configuration check the profiles using CLI and make appropriate changes if necessary.

Antivirus Profile:

| CLI ONLY

config antivirus profile
edit "AV-flow"
set comment "flow-based scan and delete virus"
set inspection-mode flow-based
set extended-utm-log enable
config http
set options scan

end
config ftp

set options scan
end

config imap

set options scan
end
config pop3

set options scan
end
config smtp

set options scan
end
config nntp

set options scan
end
config im

set options scan
end
config smb

set options scan
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end
set av-virus-log enable
set av-block-log disable
next

end

| GUI

Go to Security Profiles = Antivirus - Profiles
Select AV-flow
Enable “Virus Scan and Removal” for every protocol

Apply

L nh =

< [ + @ bups@ 192.168.1.99 X = L
(0 BE TYolearn™ Portugués * Banking ¥ Fortinet ¥ My FortiLab ¥  Radios ¥
FortiGate - FGT60C3G12047125 { FortiAnalyzer: FAZVM-MM + [m

FortiGate 60C

System
By Name AV-flow
A bIAGA Comments flow-based scan and delete virus £ s
Security Profiies Inspection Mode Proxy (&) Flow-based
=4 Antivirus Block Connections to Botnet Servers
for |
® W Web Filter ==
@ ¢ Application Control o
@ (J Intrusion Protection Hre
@ ¥ emall Filter Emall
@ [} Data Leak Prevention baalld ¢
# I Client Reputation POP3 ¢
IMAP ~
File Transfer
FTP 4
sMB ~
Apply
VPN
User & Device
WAN Opt. & Cache
Wi Controller
Log & Report
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Configure Application Control sensor:

CLI ONLY

config application list
edit "default"
set comment "monitor all applications”
set extended-utm-log enable
set other-application-log enable
set log enable
set unknown-application-log enable
config entries
edit 1
set action pass
next
end
next
end

| GUI

1. Go to Security Profiles - Application Control - Application Sensors
2. Select “default”

3. Apply

< 2% + @ bups@ 192.168.1.99 < (+)
(0 BB Tolearn ™ Portugués ¥ Banking ¥ Fortinet ¥ My FortiLab ¥  Radios ¥

FortiGate - FGT60C3G12047125 FortiAnalyzer: FAZVM-MM [+ Tm

FortiGate 60C

Edit Application Sensor

Policy. Name oy
Firewall Objects.
Comments monitor all applications [
@ Allow and Log DNS Traffic
S 4 Antivirus O Create New
« profiles Y Category Y Popularity | Y Technology | 7 Risk Y Action ¥ Application
® ¥ Web Filter Al Sodad Al All & Monitor 012mail, 0220, 1und1.Mail ... [Show all 2548)
= Application Control & Monitor All Other Known Applications
i Appiication Sensors &) Monitor All Other Unknown Applications

* Application List
@ (J Intrusion Protection
@ ¥ Email Filter Apply

@ (L Data Leak Prevention
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Configure Web Filtering profile:

CLI ONLY

config webfilter profile
edit "flow-monitor-all"
set comment "monitor and log all visited URLs, flow based"”
set extended-utm-log enable
set inspection-mode flow-based
set options https-url-scan
config ftgd-wf
unset options
unset exempt-ssl
config filters
edit 1
set category 1
next
(.. other categories the same ..)
next
edit 79
next
end
end
set log-all-url enable
set web-content-log disable
set web-filter-activex-log disable
set web-filter-command-block-log disable
set web-filter-cookie-log disable
set web-filter-applet-log disable
set web-filter-jscript-log disable
set web-filter-js-log disable
set web-filter-vbs-log disable
set web-filter-unknown-log disable
set web-filter-referer-log disable
set web-filter-cookie-removal-log disable
set web-url-log disable
set web-invalid-domain-log disable
set web-ftgd-err-log disable
set web-ftgd-quota-usage disable
next
end
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GUI

1. Go to Security Profiles > Web Filter > Profiles
2. Select “flow-monitor-all”

3. Apply

< 23

FortiGate 60C

FortiCate - FCT60C3C12047125

+ @ bhups@ 192.168.1.99 ' ¢ °
Tolearn ¥ Portugués ¥ Banking ¥ Fortinet ¥ My FortiLab ¥  Radios ¥

FortiGate - FGT60C3G12047125 . ) § T FortiAmalyzer: FAZVM-MM

0 & Ej, Fi:RTINET

Edit Web Filter Profile

@ ¥ Email Filter
# [ Data Leak Prevention
@ £ Client Reputation

User & Device

Balicy Nome flow-monitor-all
Firewall Objects
Comments monitor and log all visited URLS, flow based . 44255
| secomy roses | [P proy © Fow-besed O ONS

=4 Antivirus ™ FortiGuard Categories

* Profiles Show @ Al x
= W% Web Filter + @Local Categories

N + @rotentially Liable

* Rating Overrides + @Adult/Mature Content

* Web Overrides + @ Bandwidth Consuming
= ¢ Application Control + S Security Risk

* Application Sensors + @ General Interest - Personal

* Application Ust + @ General Interest - Business
@ () Intrusion Protection + SUnrated

Enable Safe Search

Scan Encrypted Connections
Enable Webd Site Filter

Web Content Filter

Allow Websites When a Rating Error Occurs
Rate URLS by Domain and IP Address

WAN Opt. & Cache

WIF| Controller
Log & Report

[+ Tm
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Configure IPS Sensor:

CLI

config ips sensor
edit "all default pass"
set comment "all predefined signatures with PASS action"
config entries
edit 1
set action pass
set status enable
next
end
next
end

| GUI

1. Go to Security Profiles = Intrusion Prevention - IPS Sensor

2. Select “all_default_pass”
3. Apply

FortiGate - FGT60C3G12047125

< (23 + @ hups@ 192.168.1.99 e e
(0 BE Tolearn™ Portugués * Banking ¥ Fortinet * My FortiLab ¥  Radios ¥
|2 FortiGate - FGT60C3G12047125 | FortiAnalyzer: FAZVM-MM [+ Tm
FortiGate 60C ' o ’ & 2 FmRTINET
T ~
System Edit IPS Sensor [ all_default pass  : Lol n]
e Nome all_default_pass
Firewall Objects Comments all predefined signatures with PASS )| <2255
Ery— " severity T Target | + 05 |+ Acton
* Profiles 2Wire. Wireless.Router. XSRF. Password.Reset
= W Web Filter I Al A & Monitor o 3Com.3CDaemon. FTP.Server.Buffer.Overflow
* Profiles [Show all 6460]
* Rating Overrides
* Web Overrides
= @ Application Control =
* Aoolication Sensors
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CONFIGURE SNIFFER POLICY
Once the basic networking has been configured and has been defined security

profiles, we just need to put both things together. Creating a special kind of

policies known as “sniffer policies” does this.

IMPORTANT TIP
In case you want to generate reports containing URL Filtering categories make sure you create a
policy containing a Web Filtering profile. FortiGuard rating won’t be enabled unless a policy

containing a Web Filtering profile is defined.

() Create New (s) Section

| Sea.# | T Source | v Destination| T Schedule T Authentication| 7 Action | v Av|__T Web Filter __|

w wan2 -dmz (1 - 1)

1 all all T always D ALL v Accept % flow-monitor-all

This tricky configuration has been identified and acknowledged for a future enhancement.

| CLI

config firewall sniffer
edit O

set logtraffic all
set interface "wanl"
set application-list-status enable
set application-list "default"
set ips-sensor-status enable
set ips-sensor "all default pass"
set av-profile-status enable
set av-profile "AV-flow"
set webfilter-profile-status enable
set webfilter-profile "flow-monitor-all"

next
end
| GUI
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Go to System - Network - Interfaces

Edit appropriate traffic interface.
Enable Security Profiles for Antivirus, Web Filter, Application Control and
IPS, select recently configured profiles

4. OK

ortiGate - FGT60C3G12047125
« = + @ bups@ 192.168.1.99 x 4 o
() BE TYolearn~ Portugués * Banking ¥ Fortinet * My FortiLab ¥  Radios ¥
\‘ FortiGate - FCT60C3G12047125 f FortiAnalyzer: FAZVM - MM T + ! L
FortiGate 60C Q| & B FEmATINET
Help | Wizard | Logout
- T——— . —=
System Edit Interface
# © pashboard Name Wan1(00:09:0F:8F:69:97)
T e — | —
Unk Status Up ©
* Routing
- ONS Type Physical Interface
* Explick Proxy Addressing mode Manual () DHCP () PPPOE (@) One-Arm Sniffer ()Dedicate to FortiAP
* Packet Capture Enable Filters
S us Config Include IPv6 Packets
“HA Include Non-IP Packets
* SNMP Security Profiles
* Replacement Messages ™ Enable AntiVirus AV-flow x
* FortiGuard @ Enable Web Filter flow-monitor-all x
* FortiSandbox @ Enable Application Control default x
* Advanced  Enable 1PS all_default_pass x
* Messaging Servers
* Features Administrative Access HTTPS & PING HTTP & FMG-Access || CAPWAP
® 1 Agmin SSH SNMP TELNET () FCT-Access @ Auto IPsec Request
= & Monitor
+ AHED Manitar Enable Explicit Web Proxy
Policy Listen for RADIUS Accounting Messages
Firewall Objects Secondary IP Address
Security Profiles Comments Write
VPN Administrative Status @ouw © Down
User & Device
oK Cancel
WAN Opt. & Cache
WiFi Controller
Log & Report
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HANDS-ON: FORTIANALYZER CONFIGURATION

In order to provide better visibility and full reporting we will integrate the FortiGate
device with a FortiAnalyzer. Let's remember FortiAnalyzer is the security
architecture component that allows for a more professional reporting, compared

to the basic reporting done by the FortiGate.

CONFIGURE FORTIGATE LOGGING TO FORTIANALYZER

| CLI

config log fortianalyzer setting
set status enable
set server 192.168.1.101
set reliable enable

end

| GUI

Go to Log & Report > Log Config - Log Settings
Enable “Send Logs to FortiAnalyzer/FortiManager”
Configure FortiAnalyzer’s IP address

Apply

oo bdp -

NOTE
When doing “Test Connectivity” you might get an error as the Device hasn’t been accepted in the
FortiAnalyzer yet.
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< 2|+ || 4| (€ hups@ 192.168.1.99 c L
&3 (1] BE Tolearn~ Portugués  Banking ¥ Fortinet ¥ My Fortilab v
FortiGate - FGT_SNWFER Please login + [
FortiGate 60C © 4 U FESATINET
Melp | Wizard | Logout

System

Policy

Firewall Objects Logaing nd Archiving

Security Profiles & Send Logs to FortiAnalyzer/FortiManager

= 1P Address: 192.168.1.101 Test Connectivity

" Upioad Option
@ Reatt
WAN Opt. & Cache ; me
Encrypt Log Transmission
WiFi Controller
Send Logs to FortiCloud
rcoat

& Trame Lo & Event Logging

# 3 event Log & Enable All & WiFi activity event ¥ System activity event ¥ User activity event

% G Security Log © Router activty event VPN activity event & Explicit web proxy event

= [ Log Config

[T | cux preferences
% 5 Monitor Display Logs From FortiAnatyzer :

© Resolve Hostnames (Using reverse DNS lockup)
& Resoive Unknown Applications (Using remote application database)

CONFIGURE FORTIANALIZER FOR ACCEPTING FORTIGATE LOGGING
After configuring the FortiGate to send logs to FortiAnalyzer, you will need to
accept the devices as logging resource. This is done from FortiAnalyzer's GUI.

| GUI

Login to FortiAnalyzer GUI using HTTP/S
Go to Device Manager tab
Look into “Unregistered Devices” list

o nh =

Make sure you select the proper FortiGate in the list, right-click and select
“Promote” from the list.
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FortiAnalyzer: FAZVM-MM
“ = d |+ €£1192.168.138.17/index " t [ [+]
() BB Tolearn ™ Portugués * Banking ¥ Fortinet ¥ My FortiLab ¥  Radios ¥
FortiCate - FCT60CIC12047125

£2% FortiAnalyzer VM64

FortiAnalyzer: FAZVM- MM

& Al FortiGate(1)
& t

&) Al Log Arrays(0)

5. Wait until the process finish.

Promote/delete Unregistered Devices E3

G T =

Device created successfully

6. Verify your FortiGate appears listed as an accepted device.

FortiAnalyzer: FAZVM-MM =
« =) d || + [3192.168.138.17/ ndex.htm7act ) ¢ o

(D BE TYolearn~ Portugués * Banking Fortinet ¥ Wlor;ub' Radios ¥
FortiGate - FCT60C3G12047125 FortiAnalyzer: FAZVM - MM

£.% FortiAnalyzer VM64
= Device Nome » Platform Logs Quota Sc;an Connection Description J\2
) Al Log Arrays(0) i FGTE0CIG12047125 192.168.1.99 FortiGate-60C °  — [} |

| @ Menu ~ FGT60C3G12047125: w«i

Report Name Completion Time/Status
| No records found.
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BEST PRACTICE TIP
For POCs, make sure you modify FortiGate’s quota and assign as much space as possible in the
FortiAnalyer. You don’t want to start overwriting logs. Right click over the FGT > Edit > Edit
“Disk Log Quota” field
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HANDS-ON: PUTTING ALL TOGETHER — NETWORK
CONFIGURATION

Once FortiGate and FortiAnalyzer have configured the last step would be setting

up the network in order to send traffic to the FortiGate.

CONFIGURE SWITCH

The FortiGate will receive traffic from a networking switch. First thing to
understand is that because of this the FortiGate will only have visibility of traffic
being redirected by this switch.

For the purpose of this Proof of Concept (POC) the recommendation would be to

plug the FortiGate to the switch that receives all Internet facing traffic.

Configure SPAN/Mirror port:
This activity has to be done by company’s networking specialists.
In order for FortiGate to get appropriate information, provides visibility and

reporting, traffic in both directions should be copied/mirrored.

VERIFY CONFIGURATION

Using network sniffer:

Once the switch has been configured everything is ready to start inspecting
traffic. Before getting into graphics and reporting make sure you verify that
FortiGate is actually receiving traffic. This can be done by running a TCP dump

on sniffing configured interface:
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CLI

# diagnose sniffer packet wanl '' 1

interfaces=[wanl]

filters=[]

0.592415 200.42.92.139.1935 -> 192.168.1.44.53307: psh 2596606569 ack
2829680690

0.592770 192.168.1.44.53307 -> 200.42.92.139.1935: ack 2596606587

66 packets received by filter
0 packets dropped by kernel

| GuI
1. Go to System > Network > Packet Capture
2. Click “Create New”
3. Select the correct interface, OK
4. Start the capture on the blue play sign
FortiGate 60D © | ¢ L) FaATINET

dmz 4000 Not Running ©
. status jot Running

5. Check if the packets are increasing

6. Stop the capture and analyze it on Wireshark to validate the traffic
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HANS-ON: REVIEWING LOGS AND GENERATING REPORTS

Once your FortiGate and your networking device are configured you will be able
to view logs, filter them and create reports. We will not go through the process of
generating new reports but using a predefined one that has to be imported into

the FortiAnalyzer.

VIEWING LOS IN FORTIANALYZER

| GUI

1. Login to FortiAnalyzer using HTTPS

2. Goto Log View tab

3. On left pane, select your FortiGate’s name - Security - Application
Control (other logs can be used for this example)

4. On right pane you should see a list of the log entries

5. Select any entry a see details below.
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« ™ d |+ £3192168.138.17

M B8 Yol

arn ¥ Portugués ¥ Banking ¥ Fortinet ¥ My FortiLab ¥  Radlos ¥

FortiGate - FGT60CIG12047125

FortiAnalyzer: FAZVM-MM

A O Lstidy ¢ & 8-
=t FGT60C3G12047125 #  Date/Time Level User Growp Profile Source/Device  Appication Action Folicy 1D
& Tatic 1 11:28:05 115.70.177.44 1cMP pass 1
® &/ Event
4 2 11:28:05 192.168.1.44 Skype poass 1
= &/ Security
Miopiication Control | 3 11:28:03 192.168.1.44 Skype poss. 1
* - FGVM-MM-1 peass 1
& Log Browse 5 11:28:02 192.168.1.44 ssL pass. 1
£3 FortiCuent 6 11:28:02 192.168.1.44 sst pass 1
7 11:28:02 192.168.1.44 Skype pass. 1
8 11:28:01 192.168.1.44 EySkype_Communication pass 1
9 11:28:01 192.168.1.44 Sieype poss 1
10 11:28:01 192.168.1.44 {GySkype_Communication pass 1
11 11:28:01 192.168.1.44 Skype pass 1
12 1108 197 148 1 44 E\Skvoe Communication ance '
50 : | Items per page 1 2 3 4 5 next> lagt>> Gotopagel of 16
Action pess Application {)Skype_Communication
Application Category ~ P2? Application Control List defaut
Count 1 Date/Time 11:28:03
Destination IP Wi157.55.130.171 Destination Name 157.55.130.171
Destination Port 40025 Device 10 FGT60CIG12047125
Device Time 2013-12-11 06:28:03 Event Type 20p-ctri-at
1dentity Index ° Level Information
Log 1D 28704 Message P2P: Skype_Communication,
Policy 1D 1 Protocol 17
Sequence No. ° Service 40025/udp
Source Interface wani Source Port 34439
Source/Device 192.168.1.44 Sub Type app-ctrt
Time Stamp 2013-12-11 11:28:03 Type @m
Virtual Domain root

Filtering logs in FortiAnalyzer

| GUI

There’re two ways of using filters with FortiAnalyzer 5.0.3:
1. Using the top filtering bar
Top filtering bar allows you to use free text in combination with some tags
in order to search for records in an easy and fast way

Device Manager

[ERU " Drill Down  Event Management  Reports

Q . 1 v T © Timeframe | Last 1 hour =

System Settings

Some example of searches you could do:
* app=dns

* app=youtu*
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* apptype=vide*
e dstport=80 and srcip=192.168.1.*

NOTE

In order to ease your free text search, make sure you set “Case Insensitive Search” using

View Options () button.

< 2 d 4+ €35192168.138.17 x [ (2]

(0] BE Tolearn™ Portugués ¥ Banking ¥ Fortinet ¥ My FortiLab ¥  Radios ¥

FortiGate - FGT60CIG12047125 FortiAnalyzer: FAZVM- MM + [m

£2% FortiAnalyzer VM64

Device Manager BIUSRVUTUZN Drill Down  Event Management  Reports  System Settings

= wm FGT60C3G12047125

& Tratic 1 1:30:0
| Event
= 2 11:27:29 192.166.1.44 FYoutube pass 1
= & Security
HApplication Control |
+ lam FGVM-MM-1
& Log Browse
£3 FortiCuent
| 50__:| Items per page 1 x Go to page 1 of 1

Action pess Application [EYoutube
Application Category Video/Audio Application Control List cefaur
Count 1 Date/Time 11:30:02
Destination 1P W173.194.42.2 Destination Name 173.194.42.2
Destination Port 80 Device 10 FGT60CIG12047125
Event Type spp-cri-al Host Name www.youtube.com
Identity Index ° Level Information
Log ID 28704 Message Video/Audio: Youtube,
Policy 1D 1 Protocol 6
Sequence No. ° Service hetp
Source Interface wani Source Port 55667
Source/Device 192.168.1.44 Sub Type app-ctrt
Time Stamp 2013-12-11 11:30:02 Type @m
URL / Virtual Domain root

2. Using column filters
Column filters the traditional way of filtering records by specifying the
desired value on each column. When filters in more than one column are
specified they are joined by a logical AND, so all filter has to be true in
order for logs to appear.
CONFIDENTIAL - Intended for Fortinet Partners and Employees 38

Fortinet LATAM SE Team — Version 1.9



=RTINET

NOTE

Column filters are not enabled by default. Click on View Options ( g.) button and enable

them.

« = d| |+ €1192.168.138.17 c o

(1] BE Tolearn™ Portugués ¥ Banking ¥ Fortinet ¥ My Fortilab ¥  Radios ¥

FortiCate - FCT60CIC12047125 FortiAnalyzer: FAZVM- MM + ! L
£2% FortiAnalyzer VM64
Device Manager JICSRUTVI Dril Down  Event Management  Reports  System Settings
= FGT60C3G12047125 + Y OsteTime Y Level Y user Y Geoup Y Profée W Source/Device Y Application Y Action ¥ Policy
& Tratic 1
[ Event -
e 2 11:38:48 192.168.1.44  (GSkype_Communication pass 1
5 & Security
—— 3 11:38:48 Filter Settings [ P2i66-144 Siype pass 1
o Jo! 4 11:38: 2.1 1.44 Skype 1
& FGVM-MM-1 o Filter gwmnon o poee
& Traffic S 11:38:35 Enable 12.168.1.44 Skype poss 1
& ic | Contains : NOT .
& Event 6 11:38:35 :Z:‘ oype 72.168.1.44 {&)Skype_Communication pass 1
* System
7 13832 22.168.1.44 Skype pass 1
“ VPN
«User 8 11:38:32 12.168.1.44 E)Skype_Communication pass 1
s
* Router 9 11:38:32 72.168.1.44 Swype pas: 1
& Log Browse 10 11:38:20 192.168.1.44 Skype pass 1
€3 Forticuent 11 11:38:19 192.168.1.44 {§Skype_Communication poss 1
107 168 1 44 Skvoe nacs 1
50 _:| Items per page 1 next> last>> Goto 1 of 15
Action pess Application Skype
Application Category P29 Application Control List cefaurt
Count 1 Date/Time 11:38:48
Destination IP Wi157.55.130.171 Destination Name 157.55.130.171
Destination Port 40030 Device 1D FGT60CIG12047125
Device Time 2013-12-11 06:38:48 Event Type app-ctri-at
Identity Index ° Level Information
Log 1D 28704 Message P2P: Skype
Policy 1D 1 Protocol 17
Sequence No. ° Service 40030/udp
Source Interface wani Source Port £ )
Source/Device 192.168.1.44 Sub Type app-ctrt
Time Stamp 2013-12-11 11:38:48 Type wm
Virtual Domain root

Click on the filter icon over the column to specify the desire value for it.

GENERATING REPORTS IN FORTIANALYZER

This section will show how to use and generate pre-configured reports.
Generating new reports is outside the scope of this document.

For the sake of this POC we will use a special report created specifically for
devices capturing traffic in one-arm mode, “Application and Risk Analysis — One

Arm”.
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GUI

1. Go to Reports tab

2. Right click in any of the predefined reports and select “Import”

Admin and System Events Report

--[i] Reports

Bandwidth and Ag
Client Reputation
Email Report
Security Analysis
Threat Report
User Report

User Security Ana
VPN Report

Web Usage Repor{
WiFi Network Sun

Report
@ Create New
= Clone

] Import
<& Export
5] Go To Template

Folder

@ Create New

Import Report Template

Report File:
| Choose File | no file selected

Cancel

Wireless PCI
) Chart Library Step
{:] Report Calendar

#-{38 Advanced

Step
O €

3. Search and select “Application and Risk Analysis — One Arm.dat” in the
choose file dialog. Then click OK.

4. Once the report has been imported. Go to Reports > Application and Risk
Analysis — One Arm

5. Select the “Time Period” of your choice according to the time the device
has been collecting logs.
Devices: All FortiGates
Extend “Language & Print Options (Optional)”

Make sure “Print Cover Page” is enabled
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= + (€3 hups @ 192.168.138.17

-
(0 BE TYolearn~ Portugués ¥ Banking ¥ Fortinet ¥

2.2 FortiAnalyzer VM64

= ([l Reports
Admin and System Events Report
[ Application and Risk Analysis
) Bandwidth and Applications Report
[ Client Reputation
Email Report
Reportl
B Security Analysis
) Threat Report
) User Report
) User Security Analysis
1) VPN Report
) Web Usage Report
) WiFi Network Summary
) Wireless PCI
&l Chart Library
(2] Report Calendar
# ( Advanced

My Fortitab ¥

FortiAnalyzer: FAZVM-MM

Radios ¥

Drill Down

Report Name
Time Period

Devices
Type

Event Management

Step 1 - Configure Report Settings

System Settings

Application and Risk Analysis - One-Arm

This Month

Specify @& All FortiGates

@® Single Report (Group Report)

Output Profile(Notification) None

Color Code

»  Filters(Optional)

~ Language & Print Options(Optional)

Language
™ Print Cover Page

Englsh

Print Table of Contents

 Print Device List
Obfuscate User

Report Name

Compact_+

Step 2 - Define Report Template

Multiple Reports (Per-Device)

2o petne tepertemeie

Completion Time/Status

Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Application and Risk Analysis -
Annlieation and Rick Analveis -

One-Arm-2013-12-23-0910
One-Arm-2013-12-19-0147
One-Arm-2013-12-19-0145
One-Arm-2013-12-16-1614
One-Arm-2013-12-16-1531
One-Arm-2013-12-16-1007
One-Arm-2013-12-16-1006
One-Arm-2013-12-16-1001
One-Arm-2013-12-13-1403
One-Arm-2013-12-13-1259
One-Arm-2013-12-13-1258
One-Arm-2013-12-13-1256
One-Arm-2013-12-13-1223
Ore-Arm-2011-12-13-10%0

Mon Dec 23 2013 09:11:00 GMT-0300 (ART)
Thu Dec 19 2013 01:47:00 GMT-0300 (ART)
Thu Dec 19 2013 01:45:00 GMT-0300 (ART)
Mon Dec 16 2013 16:15:00 GMT-0300 (ART)
Mon Dec 16 2013 15:31:00 GMT-0300 (ART)
Mon Dec 16 2013 10:07:00 GMT-0300 (ART)
Mon Dec 16 2013 10:06:00 GMT-0300 (ART)
Mon Dec 16 2013 10:01:00 GMT-0300 (ART)
Fri Dec 13 2013 14:03:00 GMT-0300 (ART)

Fri Dec 13 2013 12:59:00 GMT-0300 (ART)

Fri Dec 13 2013 12:58:00 GMT-0300 (ART)

Fri Dec 13 2013 12
Fri Dec 13 2013 12:24:
Fri Dee 1312017 10:79:00 GMT-000 (ART)Y

9. Click Apply and then Run Now

[ e LR ——
@] Report Name Completion Time/Status

(@] Application and Risk Analysis - One-Arm-2013-12-12-1833 - |
Q Application and Risk Analysis - One-Arm-2013-12-12-1829 Thu Dec 12 2013 18:29:00 GMT-0300 (ART)

@) Application and Risk Analysis - One-Arm-2013-12-12-1811 Thu Dec 12 2013 18:11:00 GMT-0300 (ART)

8] Application and Risk Analysis - One-Arm-2013-12-12-1810 Thu Dec 12 2013 18:10:00 GMT-0300 (ART)

10.

Wait until the reports has been generated and click on the report link to

visualize it or choose the download button to get a PDF version of it

11.Analyze the generated report
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« Application and Risk Analysis-2013-12-12-1114.pdf

D-a al= raiEaae

F::RTINET

Application Control and Assessing Risks & Application and Risk Analysis-2013-12-12-1114.pdf Fa

Oy e @ (e Z~| 3 | (Q
Application Visibility is Critical

Applications Detected by Risk Behavior
minimize the risk of data loss or Petwork Compromise. Modern securty orgarizabons need ncreasingly complex securty Breakdown of Risk Applications

¥

appicatons
identified on the network. It has been determined by FortGuard Labs
hat these s for data
Compromise, network INUSIN, Of & FEGUCHON in HeEtwork @ Eumssho Suniulth $0.5% 417)
. u Evasve 107N 50

Number of Applications by Risk Behavior
Rk

Number of Agpicators
Evasve £
Cxcomve Bamcwet — o
Orer Appicanons. L)
High Risk Applications
L Aspicaton Name Catogory Technoogy Barowar Sessors
wwmm Evasve S swutPs ¢ Emat ‘Networs Protocol 16663 KB 3
Cvasve 5 Oropbox - Fie Sharng Bowse: Davec: 0WKS "
“"‘“’Mmmww"':mwm R Easve APs ¢ net Notwos Potocol 2206K8 s
d Independent of port or protocol, ForsGuard Excossve Barcwetn @ Forguest Sewch © Gerera Hterest Bomer Basec 20010K8 M5
8 the culmination of years worth of security research. New Cxcossve-Dasowetr B Youssbe ® Veeohudo Bowser Dasec WE97KD - “
‘appications and potertal threats are identded daly 10 keep your o Excessve-Barowetn B Google Pus w Soce Meca Drowse Dased T87KB = 2
network up 10 speed. Excosve Bascwcth | HTTP.Video Wet. Omers BowierBased  S— 00.18N8 2
Cxcossve-Dardwetn Y Cou = Sorage Backp Oowser Dased ECTE 2
P Excossve Bascowetn | P Muticast O Mook Seves  Networ Protocol 1087K8 = £
Excensve-Basower (0] Tumer ) Sccw Mece Browser Basec W40eKS | "
Cxcossve Barcwern ' Cervados. ® Voeokudo Dowse: Davec 12384 KD Ll
Excessve-Barcwerr [l Tunes_Sive @ VoAt Browser Based T13K8 3
@ - Coert Sorver 12028 k8 2
Cxcomve Dadwtn v Siveright ® Voo Oowse Dased se ke 1
Excessve-Basowier B Tunes_ Mx @ Vasoaudo Cient-Server 1044 K8 1
Exconave- Baccwerr 1§ Google Mags © Gerers Ferest Bowse Bavec 200K8 1
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APPLICATION AND RISK ANALYSIS REPORT — PRESENTATION
TIPS

1. After reviewing the report make sure that there are no unpopulated charts,
if some sections are blank due to no data customize the report to remove
these sections

2. Do not email the ARA report to your customer. The report will have the
most impact if you print it and share it with your customer in person. Keep
in mind the report is very valuable and will often reveal new information
about the customer’s network.

3. Do your homework. Look through the report and determine problem areas
starting with threats. Be prepared to make recommendations about
application, web and bandwidth usage.

4. Use FortiGuard to research any anomalies that arise prior to your visit.
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APPENDIX | - SAMPLE REPORT

FortiAnalyzer

Application and Risk Analysis -
One-Arm

Report Date: 2013-12-23
Data Range: 2013-12-01 00:00 - 2013-12-23 09:10 ART (FAZ local)

F:=RTINET

Fortinet Inc. All Rights Reserved. Created on December 23, 2013 09:11
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F:RTINET
Top Application Users By Bandwidth
This chart provides information about the users who are creating the most network traffic in terms of bandwidth usage. It helps the network
manager to identify users that are potentially abusing network usage or creating traffic that does not comply with intemal security policies. The
following chart displays the top 20 users by bandwidth usage.
Top 20 Users By Bandwidth
User (¢ IP) Sourcs IF Bardwion Tealc Qut  Traftic in
£9192.168.1.44 192,168,744 839.25 M8
£3192.168.1.110 192.166.1.110 1241 M8
£9182.168.1.101 192.168.1.101 G558
6721786241 67.217.86.241 452 M8
yease21.38 68.64.21.38 461 M8
£9192.168.1.99 192.168.1.99 259N8
£9192.168.1.123 192.166,1.123 11551 K8
9200124134 200124734 6751 K8
£3201.17.37.73 201.17.37.73 25 KS
£y98.77.241.150 98.77.241.150 1862 KS
920123514223 20123614223 162 KS
) 182.168.1.26 192.168.1.26 1585 K8
£3181.135,109.25¢ 181.135.109.254 1151KB
£9190230.12768 190,230.127.68 957 KB
£319022.220.13 1902222013 TATKB
£9181.130.85.19 181.130.85.19 Ta2KS
£9181.208.24557 181.208.245.97 TITKS
179802029 179.4.12029 TT3K8
£9213.146.167.52 213.146.167.32 740 KB,
917740197169 177.40.197 169 B76 KB
One-Arr Page 1of 14
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Top Application Users By Sessions

The Top Users In Terms of Sessions section illustrates the quantity of network users who are opening the highest number of connections. This is

a critical value because some users could open much more sessions than they are suppose to. Statistics on the amount of sessions a user has

opened and the memory space used by these sessions is recorded in the FortiGate. The following chart displays the top 20 users by the number

of sessions.
Top 20 User Source By Sessions

User (cr IP) Scurce I# Sessons
£¥192.168.0.44 182.168.1 44 52333
£9192.168.1.110 192.168.1.110 4566
£9192.168.1.99 1921681 %@ 1428
£9192.168.1.10° 182.168..101 669
£3122.168.1.1 1921681 1 150
31921681123 192.168.1.123 103
£9201.17.37.73 201.17.37.73 )
¥ea 77281150 98.77.241.150 45
£9201235.14223 201.235.14223 42
£9181.135,109.254 181,135,108 254 0
£367.217.86.241 67.217.86.241 2
31902222013 180.22.220.13 ES
EYeas6e21.38 68.64.21.39 z
£3190.230.127.68 180,230,127 68 2
£9181.204.2518 181.204.25 18 21
£9181.208.245.97 181,208.24597 20
3179412029 179412029 19
£ 192.168.1.26 192.168.1 25 19
£3181.130.85.19 181.130.85.19 i)
(S RECRIPE-F-3E] 185.1143213 18
Applicatio d Risk Analysis FortiA Page 2 of 14
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RTINET.
Application Usage By Category
As part of the traffic classification process, the FortiGate identifies Application Usage By Category
and categorizes the applications crossing the network into different
ot complemets h gandar appoaion eat date and prvies o 2 Qe s casiay
more complete summary of the types of applications in use on the - :::r:::h‘:z‘::f :’:; ve)
network. = 49 Coladcraion 0.3% {3 NS}
© Generalinterest 0.3% (2 MB)
B L Sweage Backp 0% (2MB)
B Fik Staring 0.3% (2 MB)
1 social vedia 0.2% {1 MB)
& Email 0.1% (744 K8)
€ IM 0.0% (13 %B)
Top 30 Application Category
Appication Categery Banawidth
Wed Others 55630 MB
® Video/Aucio 13482 MB
B Netwerk Service 128.53 MB
& Colaboration 272M8
9 Gereral Imorest 241MB
- Surage Backup 212MB
w FieSharing 212M8
W Social Media 1.43M8
¢ emal 743,87 KB
Y 112,87 KB
© upsate 99.11 KB
*» Remots, Acosss 65.12 KB
Application and Risk Analysis - One-Arrr ame Page 3 of 14
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Applications Detected by Risk Behavior

Modern security organizations need increasingly complex security B of Risk Application:
processes in place to handle the myriad applications in use on the

network and in the data center. The problem is determining which

applications in your environment are most likely to cause harm. The

following charts provide a of the high risk

identified on the network. It has been determined by FortiGuard Labs

that these appiications represent possible vectors for data
network | ,ora ion in network B Excossive-Bancwidh 71.3% (1817)

performance. u Evasve 20.7% (731)

Number of Applications by Risk Beh
Fisk Number of Applcations.
Evasve ™
Excossive-Bandwidth 1817
Other Appicatons 15087
High Risk Applications
Ask Appicaten Name Caegory Tochrology Bandwidin Sessions
Evasive Twinar o Socal Mecia Browsee-Based 104 M8 s&2
Evasive & sMTPS & Emai Newark-Protocol 550.96 KB 111
Evasive ¥ Dropbox W File.Sharing Browsee-Based 206 M8 K]
Evasive | vaes & Emai Network-Srotoool B7.72K8 "
Evashe RTMP @ Nework Service Neswark-Pratooo! 11.55K8 2
Evasive F Gotomeeting Sc i 14.40 K8 2
Evasive @ Stumbleupon Toolar © Generdl Interest Browsee-Based 157KB 1
Evasive e Jabber ™ Cleer-Sarver 11287 KB 1
Excessive-Banowicth | © Fortiguard Search © General Interest Browsse-Based 198 M8 111K
Excoszive-Bancwicth | ¥ iCloud = Storage Backup Browser-Sased 203M8 18
Excoszive-Bancwicth | Youtbe ® B Bt 226M8 135
Excoszive-Bancwicth | iTures ® Vidoo/Audio Clert-Server 8.17M8 125
Excossive-Bancwicth 1P Mutticast @ Nework Service Neswork-Pratoco! 3606 K8 @
Excessive-Bancwicth HTTR Video Web.Others Browsee-Based 14749 M3 4
Excessive-Banowicth | & Youtubs HD.Streamng | @ Videa/Audio Browser-Based 12307 M8 40
Excossive-Banowicth | (F Akamai W Fila.Sharing Browser-Based 497 KB 2
Excoszive-Bancwicth | @l ITunes_Stoee ® ] o, 955,83 K8 25
Excoszive-Bancwicth | B3 Google.Pus W Socal.Mecia Browser-Sased 4ETKE 9
Excossive-Bancwich | Clenradios ® 8 " 38613 K8 3
Excessive-Bancwicth HTTR Audic Web.Others Browsee-Based 18.93 M8 10

Page 4 of 14
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the network.

HTTP Viceo
SSL

HTTP Audio
Bl HTTP.Flash

B Tunes

B zcto
& Youtube
43 Dropbax
2 Cloue

Twitter

& Tunes_Store
DN

§ S\TPS

Geckoboard
Salesforce
B Facebeck
* Cienracios
ICMP

ocse

HTTP PDF
T Jabbor
B Gmat

Appication

© HTTP.BROWSER Satari

& Youtube_HO.Sreaming
HITP.BHOWSER

Wed ManagemeeniHTTPS)

@ HTTP.BROWSER Firefox

© Forguard Search

Consaks Management{SSH)

® HTTP.BAOWSER IE

Key Applications Crossing The Network

Key Applications Crossing The Network

Category
Wiab Others
WVisb Others.
@ Network Senvce
® VideaiAudio
Web Others
Web Others
Wieb Others.

@ VidooAudio
Wiok Others.

& Callaboraton

@ VideaiAudio

e Filo.Sharing

- Stoeage Backup

@ General Inecast

& Scci.Mecia

@ VideaiAudio

@ Network Service

« Email

Wieb Others.

© Generalinterest

W Sccia.Mecia

@ Videa/Audio

@ Network Sendoe
Wiab Others

@ Network Sendos
Wisb Others.

Lo

¢ Email

This part of the PoC Security Report offers a summary of the key applications crossing the network based on the amount of bandwidth they are
using and then sorted into different application types. It provides & high level view of the types of application that are used most commonly across

Banawioth
34139 MB
14749 MB
1272z M8
123.07 MB
27.13MB
1893 MB
16,86 MB
1303 M8
817 MB
352 M8
269 M8
225M8
205 MB
20 M8
198 M8
104 M8
55563 K8
7068.52 K8
550.96 KB
51940 K3
51590 K8
411.04 K8
37206 K8
34613 K8
287.19K8
268 43 K3
21062 KB
18632 KB
12E7 K
105,19 K8
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Applications Running Over HTTP

This saction provides an overview of applications crossing the network that use HTTP. Software updates, error repomng or help guides are used

by different business applications as a means of improving the overall user Social g video or audio, file sharing are
among the most that use HTTP. Assessing the number and type of appheemns that use HTTP provides a
critical part of developing an efficient network security strategy.
Applications Running Over HTTP
Apgplicaticn Seasces Bandwidth
© HITP.BAOWSER Satari 2137 34133 M8
HTTP. Viceo 54 147.40 MB
SSL 7532 12590 MB
&5 Youtube_HD Syeaming 40 12307 MB
HTTP.BROWSER 238 27.13M8
HT TP Audio 10 18.93 M8
& HrTP.Flasn 3 1686 MB
Webd Managemert{HTTES) 08 1303 M8
B Tunes 126 817MB
@ HTTP.BROWSER Firefa 15 352MB
& Youtube 126 220MB
B zto a8 213Mm8
2 Coue 181 203M8
' Dropoax a7 185 M8
Twitter 554 964,97 KB
& Tunes_Swre E 95563 KB
B zoro 24 55574 K3
Geckaboard 2 515,56 K8
Salesforce 2 41104 K8
A Facevcek 20 345,85 K8
* Clenracios 13 34613 KE
® HTTP.BROWSER IE 18 268 43 K3
ocs? 96 21062KB
2 Drogbax 1 204 53 KB
HITP.POF 1 156,32 K8

M-MM

er Host Name
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Top Web Categories Visited By Network Users

User browsing habits can not only be indicative of inefficient use of Top Web Categories

corporate resources, but can also indicate an inefficient optimization

of web filtering policies. It can also give some insight into the general

web browsing habits of corporate users and assist in defining

corporate compliance guidelines. This chart details web categeries by

the number of times URLs within those categories were requested

and by the number of bandwidth used.
Top Web Sites Visited By Network Users

Categery Description Sessions
B rormaticn Technalogy 8229
FeraGuard unratec 8067
|0 social Networang 1738
(Bl Search Enginas and Portals 7
ElNews and Mecia 1326
ElContent Servers a0t
[ Sreaming Media and Download 865
B #ic Sharing and Storage 647
Dl rdventsing 547
Meaningiess Content 369

Bl vemet Radio and TV 182
Bl weo-vased Emai 75
Beusiness 74
B Acterence 72
Diwes-tasea Appications 55
B Travel 35
Bl vromet Telophony 2%
B Finance and Bankrg 22
Dnegal or Unethical 2
Bl webd Hostrg 16

FAZVM-MM

ar Host Name

wiormation Technology 37 3% (8229)
FortiGuarc unrated 36.6% (8067)

Scoial Networkdng 7.9% (1738)

Search Engines anc Portals 7.0% (1117)
News aret Mecis 6.0% (1326)

Conton: Servers £5% (961)

6.55 M8
615.36 M8
56775 KB
288 M8
395M8
7180 K8
1.23 M8
569 90 K8
68168 K8
15806 KB
7502 K8
17704 KB
5734 K8
5285 K8
3651 K8
2706 K8
6200 K8
4447 KB
1045 K8
309 K8

Page 7 of 14
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Top Web Sites Visited By Network Users
Identifying and managing the top URLS visited by network users provides greater visibility and control, and subsequently, better netwark security.
By aging Fortinet threat p control and URL filter technologies, the volume of web sites by category can be reviewed and
strategies put in place to prevent users accessing sites considered to be a risk to overall network security.
Top Visited Hostname
Domain Canagory Description Visns
forret com & wfoemation Techrclogy AT03
winee.com [ sccial Networking 543
mozila.ceg (& information Techrclogy 1081
Switier.com FortiGuard urrated noes
continental.com.ar FortiGuard ureated o2
MZILANC oM FortiGuard ureated 26
youtube com FortiGuard uneated 750
MZIAC Com & iwtormation Techeclogy 756
youtube.com [l Streaming Media and Downlcad 742
geogle.com B Search Ergnes and Portals T35
goagieaden.com O search £rgnes and Peras 73
cantinental.com ar [0 Nows and Media =)
Q00gHnides com FortiGuard ureated 47
ytimg com FortiGuard ureated 462
wimg.com & Corment Servers 440
caosc.net FortiGuard urratod 426
cloud.com 8 e Shanng and Sworage 380
clarin.com [0 Nows and Modia 361
CAONC.net Mearingless Content 381
CIANASION COM & & Corment Servers 38
Application and Risk Analysis - One-Arm - FortiAnalyzer Host Name: FAZVM-MM Page 8 of 14
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Top Destination Countries By Browsing Time
The following chart shows the distribution of web traffic according to the destination country. This chart offers the possibility to the network
administrator to analyze which countries web sites are visited for longer time. The administrator can then decide to create security policy based on
Geo-location.
Top destination Countries by Browsing Time
Gountry Banowiah Trattc Receied Tratic Sent
= us 476,50 MB 7486 M3 401.72M8
AR 337.50 MB 192 M8 336,57 M8
Reserved 236aM8 875 M8 1485 M8
Hca 16.15 M8 366.92K8 1578 M8
- CO as6sMe 2170648 B43NE
14 Bd 155M8B 478.38 KB 1,08 M8
™ o 1.05M8 93.62K8 960 53 KB
I1E 101 MB 416.10KB 556 53 KB
-G 508 68 K8 271.06K8 667 63 KE
- NL BS54 53 K8 5286 K8 B4 65 K8
i Uy 55099 K8 1156 K8 57342 K8
o3 Ge 524 54 KB 258.17 K8 26637 K8
LR 47995 K8 27.10K8 45285 KB
=es 224 80 KB 935K8 21545 K8
- 5K 21863 K8 301 KB 21563 KB
Application and Risk Analysis - One-Arm - F ame Page 9 of 14
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Top Threats Crossing The Network

y ing both the and traffic flows Top Threat Vectors Crossing The Network
crossing the natwork, threat vector idensfication and prevention

becomes easier. Threat prevention technologies filter the total number

of applications and traffic crossing the network down 1o those

applications or packets that pose a potential risk, picking up threat

wvectors such as spyware, application vuinerabilities or viruses. The

result is improved overall network performance and lower network W high 91.8%(89)

latency. u medum 72%(7)
Crtical 10% (1)
Top Critical Threat Vectors Crossing The Network
Attack Name Aference Total Num
@ Cisco.l0S HTTP.Aemete Command Exeoston hetpwew fortinet.com/idsVID30478 1
Top High Threat Vectors Crossing The Network
Aack Name Feforence Total Num
@ Cisco.CSCevE0135 Teinet Butler Cvoricw nttp:iiwww forsnet comAda/VID3ZaT0 £l
Top Medium Threat Vectors Crossing The Network
Attack Name Referance Total Num
® Cisco.514.UDP Flood. DoS et twmw Sortinet.comAdsVIDG2375 3
@ Cisco 600 Sedes Web Administraton DoS Mg wew fortinet comidsVIDE2374 1
@ Cisco.UTF.Encoding.IDS. Bypass hatpitwww fortinet.comidsVIDG2373 1
@ Cisco.CatOS CiscoView.HTT 2 Server. Butfer Ceriow Fatoxfwww fortinet comidsVIDE2372 1
1

® Cisco.l0S HTTP.Server.Query.0oS hetpwaw fortinet.comidsVIDE2376

Top Low Threat Vectors Crossing The Network
No manching log data for this report

Top Info Threat Vectors Crossing The Network
No manching log data for this repon
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Top 20 Viruses Crossing The Network

As the FortiGate scans the network, it provides information about the viruses that are crossing the network. The Fortigate is able to apply different
strategies in order to detect malware: - Signatures: Fortinet's Compact Pattern L (CPRL) - Heuristics: These are applied to: *
file structure; * AP cal. The FortiGate's antivirus engine provides two main D P allows files to be
Emutation allows the hidden layers of malicious file of be extracted.
Top 20 Virus By Name
Virus Name Occurrences
LI EICAR_TEST_FILE 24

Application and Risk Analysis - One-Arm - FortiAnalyzer Host Name: FAZVM-MM Page 11 of 14
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Top Virus Victims

This counter provides information about which network users are more prone to infection from viruses. This enables direct identification of the

hostis) that are creating sources of malicious traffic on the network. The following chart displays the counter of the number of viruses per end
user.

Top 20 Virus Victim
Vius Victim Oourences
£9192.168.1.44

£9192.168.1.10

Application Virus Discovered
Day
201312113
201312116

Host Name: FAZVM-MM
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APPENDIX Il - SNIFFER MODE - POC CHECK LIST

STEP ZERO
O Do all this procedure on a controlled network (your own company
network!) at least once before attempting this on a customer’s

network.

BEFORE DOING ANY CONFIGURATION

O Call the customer. Gather every information you will need during the
POC
O Make sure products are registered, with valid FortiGuard contracts

and proper FortiOS versions.
O Make sure paperwork has been done and that you won’t have any
logistic issue to get the equipment inserted into the customer’s

network

CONFIGURING THE FORTIGATE

O Do a factory reset

O Configure networking: Management interface, DNS, default gateway
and other routes. Test your networking configuration

O Update FortiGuard signatures and engines

O Configure sniffing interface

O Configure security profiles: Antivirus, Application Control, Web

Filtering, IPS
O Configure sniffing policy
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CONFIGURING THE FORTIANALYZER
Setup FortiAnalyzer

Configure FortiGate to send logs to FortiAnalyzer

Setup networking (switch, router) so traffic gets copied to FortiGate.
Verify that the FortiGate is receiving network traffic

Review logs and generate reports

Provide customer with generated reports

OO0oO0ooa0o

Make sure you provide a follow-up email/report summarizing the
results of the POC.
Sell!

O
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APPENDIX Ill - REFERENCES

e CLI Reference Guide for FortiOS 5.0
http://docs.fortinet.com/fgt/handbook/50/5-0-4/fortigate-cli-50.pdf

* Install and System Administration for FortiOS 5.0
http://docs.fortinet.com/fgt/handbook/50/5-0-4/fortigate-install-system-

admin-50.pdf

* Security Profiles for FortiOS 5.0
http://docs.fortinet.com/fgt/handbook/50/fortigate-security profiles-50.pdf

e The FortiOS Handbook
http://docs.fortinet.com/fgt/handbook/50/fortios-handbook-50.pdf

* FortiAnalyzer v5.0 Administration Guide
http://docs.fortinet.com/fa/50/FortiAnalyzer-504-Admin-Guide.pdf

* The FortiGate Cookbook

http://docs.fortinet.com/cookbook.html

¢ FortiGuard Center

http://www.fortiguard.com
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